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Abstract—Non-Volatile Memories (NVMs) are essential to comput-
ing systems, including systems present in radiation environments.
Previous radiation tests on NVMs have revealed failure cases where
the peripheral circuitry of an NVM is affected such that the NVM is
inaccessible but no data is corrupted. We experienced this failure
case, which we call lock-up, on an NVM we tested. Lock-up
occurs for many microseconds at a time, which can lead to several
kilobytes of data corruption. In this paper, we present a two-pronged
mitigation strategy for lock-up to improve NVMs’ reliability and
availability and evaluate our mitigation strategy through simulations.
First, we address NVMs’ reliability by designing and evaluating
several detection policies, which can detect when lock-up begins
and ends consistently and with low overhead. Second, we address
NVMs’ availability by designing the Cache Window algorithm,
which pre-loads data into a radiation hardened cache, enabling the
processor to make forward progress while the NVM is in lock-up.
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1. INTRODUCTION
As mission goals for aerospace contracts have grown larger
with the industry’s maturity, so has the need to bring more
complex computing capabilities to higher elevations. From
airspace [1], to low-Earth orbit (LEO) [2], to geosynchronous
orbit (GEO) [3], the aerospace industry faces a wide range
missions and customers to service. Yet pervasive to the entire
domain is the threat of radiation effects and their potentially
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catastrophic consequences [4].

While off-loading computation from the primary device to
terrestrial assets is possible, at the very least a computer is
necessary to send and receive data. Since missions require
computers in radiation environments, it is important that these
systems do not fail under radiation.

One essential component of computers is Non-Volatile Mem-
ory (NVM), which is composed of memory cells that store
data and peripheral circuitry that controls access to the data.
Traditional flash NVMs use charge-based memory cells;
however, these memory cells are vulnerable to bit flips due to
radiation. The memory cells of MRAMs, an emerging NVM
based on magnetism, are naturally resilient to radiation. Thus,
MRAMs are commonly used in aerospace applications that
require high reliability like bootloaders [5], [6] and storing
program data [7], [8].

Unfortunately, the peripheral circuitry of MRAMs is not
naturally resilient to radiation because it is still fabricated
with traditional CMOS. We have found this can lead to
single-event functional interrupts (SEFIs) on MRAMs. We
performed heavy ion radiation testing with an effective LET
of 10.7 MeV cm2/mg using the Texas A&M Cyclotron on a
commercial MRAM. The MRAM experienced SEFIs where
writes had no effect and reads returned incorrect values. After
a short time, the MRAM returned to full functionality without
a reset or power cycle. No data was corrupted during the
SEFIs. We call this type of SEFI “lock-up”.

If lock-up occurs undetected, then the MRAM’s reliability
(ability to read and write uncorrupted data) is reduced be-
cause it could operate on incorrect data or fail to store critical
data. However, if the lock-up is detected and computation
halted until lock-up ends, then the MRAM’s availability
(ability to respond to requests) is reduced.

Error correction codes have been used to protect data in radi-
ation environments [11], [12]. However, they are insufficient
to recover the several kilobytes of data that may be incorrectly
read or written during lock-up.

Single event effects similar to lock-up have been documented
on ReRAMs [9], [10] and possibly other MRAMs [10],
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although a reset or power cycle was required to return device
functionality. This leads us to believe that lock-up may
become a widespread phenomenon on non-traditional NVMs.
To improve the reliability and availability of non-traditional
NVMs under lock-up, we contribute the following:

• A model of lock-up on NVMs
• Policies to detect when lock-up begins and ends
• The Cache Window algorithm, which pre-loads data into
a radiation-hardened cache, enabling the processor to make
forward progress when the NVM is in lock-up
• Evaluations of the effectiveness and overhead of our detec-
tion policies and the Cache Window algorithm

2. NVM MODEL
We model the NVM based on the specifications of emerging
NVMs [13], [14], [15]. Our NVM model has a single port
and can only perform one read or write at a time. Like many
NVMs, our NVM model has a read and write buffer known
as the page and can be operated with or without it. Our
NVM’s page is 16 bytes, and each access to it is 4 bytes,
allowing for a total of four accesses from the page. The
four positions that can be accessed in the page are referred
to as page indexes, and a block of memory will always be
mapped to the same page index. In page mode, the first access
outside of the currently open page will replace the page with
a new page. It takes 30 nanoseconds to load the new values
into the page and perform the requested operation and 10
nanoseconds to access a currently open page. In non-page
mode, each access takes 30 nanoseconds. While we evaluate
how well our detection policies detect lock-up on both page
mode and non-page mode, we only evaluate overhead on page
mode.

When the NVM is in lock-up, we have observed two different
read behaviors. In one behavior, called “all zeros”, the NVM
always returns 0, but in the other behavior, called “open
page”, the NVM returns data that was in the page when lock-
up began. We have not observed any affect from writes while
the NVM is in lock-up.

In our NVM model, the duration of each lock-up is selected
from a Gaussian distribution, at 75 microseconds on average
with a standard deviation of 10 microseconds. The time be-
tween each lock-up is selected from a Poisson distribution, at
100 microseconds on average. Each distribution is generated
with a separate permuted congruential generator for random
numbers [16] which is included in Python’s default rng [17].

3. DETECTION POLICIES
In this section, we introduce several detection policies used
to identify when lock-up periods begin and end, then briefly
discuss their strengths and weaknesses. In these detection
policies, we assume that the time between consecutive ac-
cesses is significantly shorter than the length of the lock-up
period. We base this assumption on the duration of lock-
up found in our radiation tests. If the assumption does
not hold due to long delays between consecutive accesses,
then programmers must manually launch one of the checks
described below before the access. We also assume the NVM
memory cells and CPU are rad-hard and only the NVM’s
peripheral circuitry is vulnerable.

Write-Verify Detection Policy

We first introduce a naive detection policy, Write-Verify,
which detects lock-up by checking if the NVM is acting
consistently. We start with this policy because it is similar
to existing write-verify policies [18]. To check if a write
occurred during lock-up, Write-Verify reads the same address
immediately after writing to it, then verifies that the read
value is equal to the written value.

Write-Verify has very low overhead because it only requires
a single access, and that access will never open a new page.
However, Write-Verify can fail to detect write accesses cor-
rupted by lock-up when the written value is the same as the
value returned during lock-up (e.g., writing a zero when the
lock-up behavior is all zeros).

Canary Detection Policies

Since Write-Verify can fail to detect lock-up, we introduce
another group of detection policies called Canary2. A Canary
policy, denoted Canary-N, stores N different canary values
at N addresses (each address in a different page of the
NVM), then checks for lock-up by reading from each address
and checking if it is the expected value. These addresses
must be off-limits for applications, or the application could
accidentally make Canary believe lock-up is occurring when
it is not. Additionally, the Canary addresses and values must
be stored in rad-hard memory. The intuition behind Canary
is to test if the NVM can open a new page and correctly read
the data from it – which cannot happen while the NVM is in
lock-up.

Since this method is independent of the original access type,
this policy detects lock-up just as effectively for reads as for
writes. However, this class of policies has higher overhead
than Write-Verify because Canary-N must access N different
pages. Additionally, Canary-1 is vulnerable when lock-up
has the open page behavior because the Canary address can
be locked into the open page when lock-up begins.

Monitor Detection Policies

Since the NVM returns constant values to reads while it
is in lock-up, we introduce a lightweight class of detection
policies, Monitor, specifically for read accesses. A Monitor
policy, denoted Monitor-N, silently observes a number of
consecutive reads; if any of the reads give different values,
then the first read could not have been in lock-up. If all of the
reads give the same value, then Monitor-N executes a Canary-
N check to verify the NVM is in lock-up. This verification is
necessary because the application may naturally read a series
of identical values from different addresses – consider highly
sparse applications.

Monitor-N has an additional parameter, the similar access
threshold, which is the number of consecutive reads with the
same value before it executes a Canary-N check. In Sec. 5,
we explore the optimal similar access threshold based on the
level of sparsity in the application.

In general, Monitor-N has less overhead than Canary-N but
similar effectiveness to Canary-N.

Conditional Detection Policies

Since the NVM frequently returns “0” in lock-up, then
Conditional-N, which is only applicable to writes, uses

2Named after the phrase “Canary in a coal mine”.
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Canary-N to check for lock-up after writing “0” and Write-
Verify after writing any other value.

This class of policies has a smaller set of failure cases than
Write-Verify and has less overhead than Canary.

Varying check interval

Write-Verify, Canary-N, and Conditional-N all have a param-
eter called “check interval”, which is the number of accesses
between each check for lock-up. Increasing the check interval
lowers the overhead of each policy, but increases the amount
of re-work that must be done when lock-up is detected. We
examine this tradeoff in Sec. 5.

Varying polling delay

When a policy detects lock-up, it polls the NVM to check if
lock-up has ended. The polling delay is the amount of time
the policy waits between each check. Increasing the polling
delay decreases the power consumption of the NVM but may
result in a period of time where the CPU is unnecessarily
idle, increasing latency. We examine this tradeoff in Sec.
5. Polling delays are manually defined constants, but future
work could involve an exponential backoff on the delay.

Summary

Since we discuss many detection policies, we summarize
each of them in Tbl. 1. Additionally, we summarize each
configurable parameter for the detection policies in Tbl. 2.

4. CACHE WINDOW ALGORITHM
Figure 1. Flow Chart describing how a program using the
Cache Window algorithm functions. A program is divided

into Windows which preloads the needed data (and regions to
write) into the cache on entrance, and flushes the data on
exit. Note how the Window, the section of code, is only
executed when all memory accesses are verified to only

communicate to the cache.
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We take from previous Failure-Atomic literature [19], [20],
[21] and apply Failure-Atomic regions in reverse to our fail-
ure mode: the processor and its internal memory structures
survive the failure and the memory is resumed. Using the
cache, we can prepare the needed data regions before each
section of code we call a Window. Once the cache has been

fully prefilled and verified by the read policy, the processor
can enter the window without worrying about not having the
data to operate on. Furthermore, this allows a processor
to operate through lock-up periods as if the NVM was still
active. Not only is the cache able to hide the latency of
accessing the external device, it can also hide temporary
failures.

To verify the success of accesses before and after the window,
the check interval of the detection policy is used to “batch”
operations to the NVM and a canary acts as a “lock-up
barrier” on the access. The write process is exactly like the
read process, it begins with a canary read to prevent initial
operations from happening during a lock-up, then each value
is passed through the read or write policy to be verified (or not
due to check interval alignment), and finally another canary
read is used to validate the remaining values not yet checked.
As long as the total time it takes to access the memory region
is shorter than the average lock-up length, the read and write
policy can have a relatively large check interval if fenced with
canary reads to verify the access that do not fall within check
intervals. Accesses that do not fall within a check interval
will be the beginning and end of the sequence of accesses.

Constraints

The most obvious constraint on this algorithm is that code
cannot be stored on the NVM. Lock-up sensitive devices
cannot reliably provide data at all times, and unless there
are architectural changes done to a processor (out of scope
for this paper) there may be cases of incorrect machine code
execution. Instruction prefetching can mitigate this chal-
lenge but is difficult to implement without operating system
and hardware support. In environments without instruction
prefetching, code should be placed on a more reliable mem-
ory device even if the Cache Window algorithm is not used.

This also means that the processor cannot be sensitive to
radiation events. Should the cache, either instruction or
data, be corrupted by a radiation event the correctness of
the program is no longer maintained. The processor, the
cache, and the device where the instructions are stored must
be radiation-insensitive.

Lastly, the cache’s size limits the possible division locations
of a program. The more cache a processor has, the larger
the windows can be and the more effective the algorithm.
Conversely, the less cache a processor has the more often
the algorithm will need to prefetch and flush for windows,
increasing overhead. The process of dividing the program
can be taken care of by a compilation pass more efficiently
than manually by the developer, as previous Failure-Atomic
literature has done [20], [21], but was not been implemented
for our experiments.

Limitations

While forward progress is guaranteed by the cache window
algorithm, a processor can remain frozen if the entrance of
a window coincides with a lock-up period. Until the lock-up
passes, the processor will not be able to continue execution on
data unless an interrupt is taken to execute other code. This
may not be suitable for all applications, and if it is not, a
different solution should be explored

Another limitation affecting the types of programs the algo-
rithm can protect is the requirement that a section of code
cannot interact with more memory than what the cache can
supply. The cache functions as a “window”, into the data
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Table 1. Summary of Detection Policies
Detection Policy Access Type(s) Description

Write-Verify Writes After write to address, reads from that address; verifies the read value equals the
written value

Canary-N Reads and Writes At startup, stores N unique values at addresses from different pages; after an access,
reads each address verifies each read has the expected value

Monitor-N Reads If multiple consecutive reads return the same value, issues a Canary-N check
Conditional-N Writes Uses Write-Verify if writing 0, otherwise uses Canary-N

Table 2. Summary of Detection Policy Configuration Parameters
Parameter Applicable Policies Description

Check Interval All but Monitor-N Number of accesses between checking if dropout started
Polling Delay All Time (ns) waiting between checking if dropout has ended

Similar Access Threshold Monitor-N Number of consecutive matching reads before issuing Canary-N check

region of a program. If the section of code needs to see more
memory than can be opened for it, like a loop, the program
cannot be divided into windows without losing performance.
If the window needs to write to the data region, it also shrinks
what can be prefetched. Output locations clog the cache and
limit the input data that can be prefetched.

5. EVALUATION
Detection Policies

Methodology—We use five artificial applications to identify
the strengths and weaknesses of each detection policy, listed
in Tbl. 3. Each artificial application performs a series of
reads and/or writes to a series of memory addresses. To
expose the overhead of each detection algorithm, we model
these applications with an ideal CPU; in other words, there
is no delay between accesses, so their total latency is equal
to the total time the NVM is active. The first applications
perform a series of reads across a set of memory addresses
(one sequentially and the other randomly). The next two
applications perform a series of writes across a set of memory
addresses (one sequentially and the other randomly). The
last application perform a series of sequential writes, then a
series of sequential reads across a set of memory addresses.
Due to the simplicity of these applications, we can restart the
application from any point in the application’s runtime. In
effect, there is a checkpoint after every memory access. Thus,
when the detection policy detects lock-up, the application has
to redo only the minimal amount of work. This implies that
any negative effects due to checkpointing will be smaller in
our artificial applications than in real applications.

The data read or written by each application can be config-
ured in three ways. The first configuration, normal, uses
uniform randomness to select each value between 0 and
232 − 1. The second configuration, sparse, sets each value
to 0 with a 90% probability, and otherwise sets the value
to a uniform random variable with a range between 0 and
232 − 1. The final configuration, constant non-zero value
(CNZV), sets each value to a constant, non-zero value (we
use 2) with a 90% probability, and otherwise sets the value
to a uniform random variable with a range between 0 and
232 − 1. CNZV is designed to catch edge cases that appear
due to accessing the same value multiple times.

We use the same seed for the random generator of each of
these simulations so the lock-up begin and end times are the
same for each run. Our lock-up duration and our mean time
between lock-ups are randomly selected as discussed in Sec.

2.

We compare our detection policies to the Ideal detection
policy, which knows precisely when lock-up will begin and
end without incurring any overhead.

Effectiveness at Detecting Lock-up—In this section, we com-
pare the effectiveness of each detection policy at detecting
lock-up in a variety of test cases.

In addition to failures identified through these test cases,
there are several other failure modes that require special
intervention: If there is a significant gap in time between
accesses, then lock-up could start undetected and finish after
the next access but before the detection policy runs. Thus,
the access could be corrupted and the corruption could be
undetected. The solution for this, as mentioned in Sec. 3,
is to manually insert checks before accesses that may be
susceptible to this failure case. Additionally, if the check
interval is greater than one, then the last access before the
gap could be corrupted by lock-up, and the lock-up may end
before the next check for lock-up. To avoid this failure case,
manually place a detection check after the last access before
a long gap between accesses.

The test cases we cover in this section vary the NVM behav-
ior between page and non-page modes, and open page and
zeros lock-up behaviors. They also vary application behavior
between sequential and random accesses and the application
data between normal, sparse and CNZV. There are a total
of 24 test cases for reads and 24 test cases for writes. The
configuration parameters are summarized in Tbl. 4.

Since some detection policies are only applicable to reads
or writes, we show the failure modes for each detection
policy on read-only applications in Tbl. 5 and on write-
only applications in Tbl. 6. These tables also contain the
largest percent of data corrupted that we observed in each
failure mode. Additionally, some detection policies have
significantly different error rates when check interval is large
vs. small, so we list these separately.

First, we discuss the effectiveness of each detection policy on
reads.

Canary-2 and Monitor-2 are the only read detection policies
that pass every test case.

Canary-1 fails on test cases where the lock-up behavior is
open page. This is because when lock-up starts while the
Canary address is in the read buffer, then every access to
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Table 3. Artificial Applications Used to Evaluate Detection Policies
Name Description

Sequential Read Reads from one million addresses sequentially
Random Read Reads from one million addresses in a random order

Sequential Write Writes to one million addresses sequentially
Random Write Writes to one million addresses in a random order

Sequential Write-then-Read Writes to one million addresses sequentially, then reads the same one million addresses
sequentially

Table 4. Configuration Parameters for Artificial Applications
Name Possible Values Description

Data Configuration normal, sparse, CNZV Specifies if data is normally distributed (normal), is 90% sparse and 10%
normally distributed (sparse), or is 90% a constant non-zero value and 10%
normally distributed (CNZV)

Page Mode page, non-page Specifies whether or not the NVM is in page mode
Lock-up Mode open page, zeros Specifies if, during lock-up, the NVM returns data from the page open at the

start of lock-up or zeros

Table 5. Failure modes and maximum percent of data corrupted over all the test cases for each read detection policy
Detection Policy Check Interval Failure modes (Max % Data Corrupted)

Canary-1 Small Open page (27.7%)
Canary-1 Large Open page (0.48%)
Canary-2 Either None
Monitor-1 N/A Open page and sparsity or CNZV (15.54%)
Monitor-2 N/A None

Table 6. Failure modes and maximum percent of data corrupted over all the test cases for each write detection policy
Detection Policy Check Interval Failure modes (Max % Data Corrupted)

Write-Verify Small All zeros and sparse (0.42%) or open page and sparse or CNZV (0.33%)
Write-Verify Large All zeros and sparse (35.9%) or open page and sparse or CNZV (32.02%)

Canary-1 Small Open page (27.67%)
Canary-1 Large Open page (0.48%)
Canary-2 Either None

Conditional-1 Small Open page and sparse (0.19%) or open page and CNZV (0.33%)
Conditional-1 Large Open page and sparse (0.45%) or open page and CNZV (32.02%)
Conditional-2 Small Open page and CNZV (0.33%)
Conditional-2 Large Open page and CNZV (32.02%)

that page index will be the Canary value. Thus, Canary-1
is frequently fooled into believing lock-up has not occurred.
Canary-1’s failure rate drops significantly when check inter-
val is high because the Canary value is less likely to be in the
read buffer when lock-up starts.

Monitor-1 fails on test cases where the lock-up behavior is
open page and the application data is either sparse or CNZV.
Since Monitor-1 issues a Canary-1 check whenever several
reads to the same page index return the same value, when
there are many identical values being read correctly then the
Canary address is frequently in the open page. Thus, lock-
up can begin while the Canary address is in the open page,
fooling Monitor-1 into thinking lock-up has not occurred.

Next, we discuss the effectiveness of each detection policy on
writes.

Canary-2 is the only write detection policy that passes every
test case.

Write-Verify fails on test cases where the lock-up behavior
is all zeros and the application data is sparse or where the
lock-up behavior is open page and the application data is
sparse or CNZV. These two failure cases have the same root
cause: Write-Verify can fail to detect lock-up when the value

returned during lock-up is the same as the value written. Note
that when the check interval is small, the impact of a false
negative is small because it only validates a small number of
accesses. However, when the check interval is large, false
negatives incorrectly validate a large number of accesses;
this explains the significant increase in the percent of data
corrupted for large check intervals.

Canary-1 fails on test cases with an open page for the same
reason it can fail on read-only applications. Also similar to
read-only applications, Canary-1 is less likely to fail with a
large check interval. While it is true that false negatives are
more impactful with a large check interval, this effect does
not outweigh the drop in Canary-1’s error rate due to a large
check interval.

Conditional-1 fails on test cases where the lock-up behavior
is open page and the application data is sparse or CNZV.
It has two different failure cases: a) When the lock-up
behavior is open page and the application data is sparse, then
Conditional-1 frequently calls Canary-1, leading to the same
failure case as Canary-1. However, much less data is cor-
rupted in this failure case than in Canary-1. This is because
as soon as a non-zero value is written, then Conditional-1 will
perform a Write-Verify check instead of a Canary-1 check,
and Write-Verify will detect the lock-up. b) When the lock-up
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behavior is open page and the application data is CNZV, then
the CNZV is likely to be caught in the open page when lock-
up begins. If the next value to write is the CNZV, then Write-
Verify will not catch that it was not written. The percent
of data corrupted in case b) increases by several orders of
magnitude when the check interval is large because false
negatives have an increased impact with large check intervals.

Conditional-2 fails on test cases where the lock-up behavior
is open page and the application data is constant non-zero val-
ues. This is due to the same failure case as b) in Conditional-
1, so it shares the same behavior when check interval is large.

In summary, to consistently detect lock-up, use Monitor-2 or
Canary-2 for reads and Canary-2 for writes. If infrequent er-
rors are acceptable, then Canary-1 with a large check interval
can be used for both reads and writes. If infrequent errors are
acceptable and there are few CNZV in the application data,
then Conditional-2 can be used for writes. If infrequent errors
are acceptable and the application data is not sparse and has
few CNZV, then Monitor-1 can be used for reads and Write-
Verify and Conditional-1 can be used for writes.

Overhead on Reads—In this section, we evaluate the overhead
of Canary-1, Canary-2 and Monitor-2 on the sequential read-
only application while the NVM is in page mode. The trends
identified in this section are applicable to other application
behaviors and non-page mode.

First, we show how Canary-1 and Canary-2’s latency change
with respect to Ideal’s latency as we increase their check
interval in Fig. 2. We use the all zeros lock-up behavior
so that Canary-1 does not ignore any lock-up periods, which
would unfairly reduce its latency. While increasing the
check interval initially decreases latency because it reduces
the number of Canary-1 and Canary-2’s accesses, at some
point latency begins to increase again because more and more
valid accesses must be redone since they were not verified
by the detection policy before lock-up started. Based on
this experiment, the optimal value for check interval is 600
for Canary-1 and 500 for Canary-2; however, these values
will likely change for other applications and NVMs. With
these values of check interval, Canary-1 adds an overhead of
0.95% of the latency of Ideal and Canary-2 adds an overhead
of 2.3%. We have verified that the shape of the latency vs.
check interval curve holds across lock-up behaviors and page
modes.

Figure 2. Latency of Canary-2 vs. its check interval
compared to Ideal on the sequential read-only application

while the NVM is in page mode.
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Next, in Fig. 3 we show how Monitor-2’s latency varies
as the application sparsity increases and as we increase the
similar access threshold. At 0% sparsity, Monitor-2 adds a
latency overhead of less than 0.06% over Ideal. However,
at 100% sparsity, even with a similar access threshold of 16
Monitor-2 has an overhead of 8.1%. Thus, for applications
with significant sparsity, Canary-1 and Canary-2 have less
overhead than Monitor-2. Otherwise, Monitor-2 has less
overhead than Canary-1 and Canary-2. We have verified that
the shape of these curves holds across lock-up behaviors and
page modes.

If 100% reliability is needed, then Canary-2 and Monitor-2
are the only options for reads. If the application data is highly
sparse, use Canary-2 and sweep check interval to identify the
setting with the lowest overhead. Otherwise, use Monitor-
2 with a large similar access threshold. If some errors can
be tolerated, such as in approximate computing, and the data
is highly sparse, then lower overhead can be achieved using
Canary-1 instead of Canary-2. Note that there is no reason to
use Monitor-1; when it has low error, Monitor-2 has less than
0.1% overhead.

Overhead on Writes—In this section, we evaluate the over-
head of Canary-2, Write-Verify, and Conditional-2 on the
sequential write-only application while the NVM is in page
mode. The trends identified in this section are applicable
to Canary-1, Conditional-1, other application behaviors, and
non-page mode.

In Fig. 4, we plot the latency of Write-Verify, Canary-
2, Conditional-2, and Ideal verses check interval. We plot
Conditional-2 several times with varying levels of application
sparsity. As check interval increases, the latency of Write-
Verify, Canary-2, and Conditional-2 decreases up until a
point, after which their latency increases. The decrease in
latency is due to fewer detection accesses, but the increase in
latency is due to valid accesses being redone because they
were not verified by the detection policies before lock-up
started. The latency of Conditional-2 is for the most part
between Write-Verify and Canary-2; it behaves more like
Write-Verify with lower application sparsity and more like
Canary-2 with higher application sparsity. The check interval
with lowest latency is 500 for Canary-2 and 600 for Write-
Verify, leading to overheads of 2.3% and 0.87%, respectively.
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If 100% reliability is needed, then Canary-2 is the only option
for writes. Sweep check interval to identify the setting with
the lowest overhead. If infrequent errors can be tolerated,
then the other detection policies typically have lower over-
head than Canary-2.

Figure 4. Latency of Write-Verify, Canary-2, Conditional-2,
and Ideal verses check interval and percent sparsity on the

sequential write-only application in page mode with lock-up.
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Varying the polling delay— In this section, we explore the
costs and benefits of increasing the polling delay on Canary-
2 while checking for lock-up to end. Specifically, in Fig.
5, we show the latency and number of NVM accesses on
the sequential write-then-read application in page mode with
lock-up verses the polling delay. The number of accesses at
each datapoint is shown by the color and size of the point.
Increasing the polling delay decreases the number of accesses
from over four million to just above two million, which
represents significant power savings. However, after the
polling delay passes one millisecond, the latency significantly
increases because the processor is idling while the NVM is
available. To reduce power consumption without increasing
latency, the polling delay should be the largest value that does
not significantly increase latency. For this application, that
point is at one ms, with an 86% reduction in accesses and a
0.03% increase in latency.

Figure 5. Latency and number of accesses of Canary-2 on
the sequential write-then-read application in page mode with

lock-up verses the polling delay.
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Extrapolating Simulation Results— The simulation results
are based on artificial applications, so the specific numbers
referenced in this section will change, although the trends will

stay the same. Since the simulator assumes applications are
completely memory-bound, it over-emphasizes the impact of
detection policies. Real-world applications will likely be
less affected by detection policies. Additionally, real-world
applications are typically constrained on where they can
insert checkpoints, and there is likely overhead to saving and
restoring checkpoints. Because the artificial applications do
not have these overheads, the simulation results likely under-
estimate the impact of lock-ups when the check interval is
greater than one.

Cache Window Algorithm

To show the effectiveness of the cache window algorithm,
we simulate a matrix multiplication benchmark. Matrix mul-
tiplications represent the most common memory-bounded
operation widely used in Machine Learning and Computer
Vision tasks [11].

Benchmark Setup—Lock-ups in the simulated environment
for the Matrix Multiplication benchmark behave by returning
zeros on reads and doing nothing on writes. This was
chosen since this was observed as the most common behavior
of our physical models. Returning zero also allows us to
track if a detection policy is failing to produce non-corrupted
data, despite initalizing them in their most aggressive forms.
Probabilities on lock-ups is as discussed in Sec. 2. All
experiments were conducted with page-mode enabled on the
NVM device.

Three detection policies were selected to be tested in this en-
vironment. Firstly, the Ideal policy to show the performance
of the benchmark without any overhead. Secondly, a Canary-
1 read policy with a Conditional-2 write policy at a check
interval of 500 as we recommend. Lastly, a Monitor-2 read
policy with a Canary-2 write policy also at a check interval of
500 as we recommend.

Parameters for the processor were based off of the SiFive
FU740 RISC-V Core, which has a max clock frequency of
1 GHz, a max Instruction Per Cycle rate of 2, an L1 Data-
Cache of 32KiB, and load instructions take 4 Cycles Per
Cache Hit [22]. Advanced eXtendable Interface (AXI) Link
Delay towards the NVM device was also estimated, with each
access taking 6ns. These parameters combine to produce
a best-case scenario state of execution when using a non-
volatile component with potential lock-ups.

Each detection policy advances the simulation by exactly one
pipeline instruction delay and an AXI delay. The pipelined
instruction delay for the RISC-V Processor is:

Clk Period · Inst. per Cycle =
1

1GHz
· 2 = 0.5ns

Total CPU delay on communicating with the NVM device in
the fastest processing speed is 6.5ns.

The base experiment chosen was a Read-Only version of the
matrix multiplication benchmark with 512x512 Matrices, val-
ues calculated are not written back to the device. Variations
on this base are as follows:

• Read-Write, each value computed is written back to the
NVM
• Short Lock-ups, lock-up periods were reduced to an aver-
age 1us and a standard deviation of 100ns
• Slow Processor, the RISC-V Processor was reduced from
1GHz Clock Rate and 2 IPC to 100MHz and 0.5 IPC
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Figure 6. Simulated Runtime of the Matrix Multiplication
Benchmark.
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All values are initialized into the simulated NVM before sim-
ulation and then the application preloads the values into the
cache during execution, computes the matrix multiplication
per individual element, and compares it to the true value. In
no configurations, except Canary-1 + Conditional-2 during
Short Lock-ups, was there corrupted data.

Tracked metrics include the total simulated runtime of the
application (Figure 6), the percent of that time spent on
the detection policy (Figure 7), and the percent of time
the application’s execution of a window overlapped with a
lock-up period compared to the rest of the runtime (Figure
8). Respectively these measures indicate performance of
the configuration, the overhead of the detection policy, the
potential efficiency of the Cache Window algorithm in the
configuration. Each metric is then averaged using a geometric
mean, which follows the equation:

Geo-Mean = k
√
n0 · n1 · ... · nk

The single-threaded simulation software was ran on computer
with an i7-8665U running at 1.9 GHz, and 32 GBs of 2400
MT/s RAM. GPU Acceleration was not used for the simula-
tion.

Total Runtime—Simulated Total Runtime, Figure 6, includes
time that the application waited for data at the entrance of
a window (the prefill cache stage) due to a lock-up. If a
detection policy has a higher overhead, or a slower lock-
up detection rate, the application spends more time loading
verified data for the program. Slower resumptions of the
windows translate to longer total execution times, exposing
the application to further lock-ups.

The Slow Processor configuration suffers the most from this
negative feedback loop, as it has an average of ten more sec-
onds of lock-up. The Ideal mitigation in the slower processor
configuration experienced 125,459 outages compared to the
faster processor in Read-Only having 10,063 outages. How-
ever, much of the runtime is due to the slower processor and
is not due to the detection policies utilized (<5% overhead).

Overhead— On dense workloads, such as this benchmark,
the likelihood of repeated reads are extremely low but not
zero. Monitor-2 detection policy has a higher overhead due

Figure 7. Percent of time each configuration was executing
the detection policy.
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to the chance of repeated values in the data, see Figure 7. We
don’t see this issue with Canary-1 + Conditional-2 because
overhead is not a function of input data.

We explored increasing the repeated value threshold for Mon-
itor, however saw no noticable difference in performance.
The increased overhead may represent how the total execu-
tion time was reduced, therefore the percentage scales with
it.

Overlap/Operate-Through

Figure 8. Percent of Time each configuration executed
instructions while a lock-up was occurring.
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One of the advantages of the Cache Window algorithm is the
possibility of the processor being able to continue execution
during a lock-up. Figure 8 shows a relation between the speed
of the processor, the lock-up period length, and the overlap
percent. Shorter lock-ups for a high performance processor
do not correlate to a higher overlap percentage. However,
slower processors can preempt lock-ups if they’re able to
preload fully.

Reliability

Canary-1 + Conditional-2 fails to be as reliable as Monitor-
2 + Canary-2. While there were no errors in almost all
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simulations, Canary-1 + Conditional-2 resulted 39089 errors
(∼ 15% of written values), in the Shorter Lock-up configura-
tion while no other detection policy had errors.

A slower processor does not make errors more likely because
the primary bottleneck on the check interval is memory
access time. It takes the NVM 10ns · 500 accesses = 5000ns
to load an entire check interval in the best-case scenario. In
total, the processor spends ∼ 100ns executing preloads for
the data in a check interval of the fast processor. The slow
processor spends ∼ 300ns for the same interval, which is not
significant compared to the check interval load time.

The errors seen in the Short Lock-up configuration can be
explained by the average lock-up time of the configuration
(1us) being much lower than the total load time of one check
interval (5.1us). Monitor can catch the error because its
max detection delay is 20-60ns (two repeated reads), while
Canary-1 has to wait 5.1us (the entire check interval) before
catching the error. Reducing the check interval can increase
Canary-1’s reliability, however it would not solve for the open
buffer lock-up case. The overhead of the two configurations
is close enough that the increase in reliability with Canary-1
for a trade-off in overhead would not be worth the trouble.

6. FUTURE WORK
Much of this work has been based off of physical devices
and behaviors observed when testing them. While we were
able to collect valuable data to make the simulations possible,
the detection policies described in this paper were not yet
in a working state by the time of the radiation test. Our
upcoming studies will involve implementing these policies
into our physical devices and exploring differences that arise
from real-world tests compared to simulation results.

As we transfer our algorithms onto physical devices, we plan
to implement each detection policy in hardware rather than
the CPU. This may reduce the latency of lock-up checks.

Furthermore, this paper has been assuming single-core bare-
metal computing tasks which have complete control over
the cache. The Cache Window Algorithm will need to be
adjusted for more modern use-cases such as multi-core and
operating system environments. Since the Cache Window Al-
gorithm manages memory using software, either the location
that verified data is placed in will need to change, or a new
hardware component functioning like a type of cache will be
needed to accelerate the algorithm.

An additional challenge with operating system environments
is that delays between accesses may be unpredictable (due to
events such as context switches). Future work may address
this problem by adding a hardware module which periodi-
cally checks if the NVM is in lock-up.

Future work may include evaluating our detection policies
and the Cache Window Algorithm on real applications in-
stead of artificial applications. These evaluations will allow
us to have increasing confidence in the effectiveness and
performance of our detection policies and the Cache Window
Algorithm.

Another avenue to explore is implementing the Cache Win-
dow Algorithm as a compiler pass. For now, due to the
simulation environment, the preload and flush steps were
manually inserted. Manually inserting the steps is time-

consuming on the part of the developer and is error-prone due
to difficulties in knowing how much memory each section of
code interacts with. A compiler pass with very minimal alias-
analysis would be able to automate the process, also allowing
for unmodified source code to be used on lock-up sensitive
devices.

Lock-ups may not only affect NVMs, but also other I/O
devices and Volatile Memories. An exploration of whether
these mitigations are effective on those devices would provide
insight on how lock-ups can affect electrical components
overall.

7. CONCLUSION
In this paper, we for the first time model lock-up as a failure
mode in NVMs, which can impact the reliability and avail-
ability of the NVM. We provide novel mitigation policies to
improve the reliability and availability of NVMs which face
lock-up. To address reliability, we create and evaluate several
detection policies. We find that Canary-2 and Monitor-2 can
have 100% reliability with a small overhead. We also present
several other detection policies that have less reliability but a
smaller overhead. To address availability, we present a novel
Cache Window algorithm which exploits the cache’s ability to
hide external latency to also hide temporary external device
failures. We also show that the best detection policy for the
Cache Window algorithm is Monitor-2 on reads and Canary-
2 on writes, with no reported errors and equivalent overhead
to less reliable detection policies.
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